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Abstract

Named Data Networking (NDN), an emerging Internet architecture is altering the basics of the networking model by making content
directly addressable and routable. NDN changes the communication model by shifting from the current host-centric model to a
content-centric model naming each content object hierarchically instead of using IP addresses. This change enables data consumers
to request content using application-layer names that optimize network traffic and allow data security directly at the network layer,
making the content of every data packet verifiable and enabling resilient communication in dynamic network environments, such
as mobile ad hoc networks. This paper presents the concepts of NDN architecture and a comprehensive overview of emerging
application use cases of the technology for secure data communications. We discuss the integration of NDN with the current
Internet protocol and highlight how NDN works as a facilitator for addressing numerous concerns related to unique applications.
Furthermore, we highlight the trust management and security aspects of NDN. Finally, we outline challenges relating to NDN
adoption and present some proposed solutions.
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1. Introduction

Application Layer Application Layer

The traditional Internet architecture, based on the Internet
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Protocol (IP), has provided a reliable means of data exchange
between devices on the network, enabling interoperability be- Network Layer: Network Layer:
tween services and devices. The majority of today’s applica- [P Packets Named Packets
tions’ data delivery models are concerned with what data is re- . Strategy Layer
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quired, regardless of its location, which is, unfortunately, not Link Layer

the concern of current Internet architectures. Security measures
of traditional Internet architecture are channel-dependent and
rely on a series of add-on features such as transport layer secu-
rity [1] and datagram transport layer security protocol [2] that
create overhead in establishing and maintaining secure com-
munication channels and are unsuitable for wireless resource-
constrained devices. In addition, the current IP design requires
significant effort to support mobility, especially in the context
of resource-constrained Internet of Things (IoT) devices due to
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Figure 1: Comparison of IP and NDN hourglass architectures [4]

Named data networking (NDN) [5] is a promising candi-
date among several funded projects designed to enable content-

the maximum transmission unit (MTU) mismatch [3]. Conse-
quently, researchers sought to develop a more efficient alterna-
tive enabling content-centric communication by default where
communication and data retrieval are location-independent and
unique, using content names as an alternative to IP addresses to
resolve these challenges. This proposal includes Information-
Centric Networking (ICN), a model developed to transform In-
ternet infrastructure to data delivery by introducing uniquely
named data as a core Internet principle.
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based communication by default. In NDN, data is requested and
retrieved using location-independent names, regardless of their
hosting entity. The architecture of NDN has shifted the focus of
network services from delivering packets to a specific destina-
tion address to retrieving data defined by a specific name, thus
making it more suitable for today’s data delivery models.

As illustrated in Fig 1, NDN maintains the IP hourglass archi-
tecture [6] with functional variations across appropriate levels.
The “narrow waist” of the IP hourglass has been significantly
altered by removing the constraint of designating communica-
tion endpoints using IP addresses [7]. Specifically, the hour-
glass architecture of NDN has enabled each content to have its
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name. The architecture has shifted the focus of network ser-
vices from delivering packets to a specific destination address
to retrieving data defined by a specific name [8]. The strategy
layer is used as a stateful forwarding plane in NDN to make a
forwarding decision for each incoming content or request, elim-
inating the transport layer in the protocol stack by embedding
all functionalities into the forwarding plane [9].

However, despite its potential, NDN faces limitations that
hinder its ability to provide a seamless communication archi-
tecture. These limitations are primarily related to caching, for-
warding, and signature incorporation. In particular, caching
poses storage challenges in resource-constrained mobile nodes.
Additionally, content-based names introduce overhead, and sig-
nature verification adds computational costs during data re-
trieval. Furthermore, the hierarchical naming of content in
NDN may provide some high-level information about the con-
tent’s source or context, but it does not directly reveal the iden-
tity of the user who requested the content. However, patterns
of content requests made for specific types of data, such as
based on applications or topics, may enable attackers to infer
certain information about the user’s interests and preferences.
To address these limitations, researchers have proposed vari-
ous strategies to mitigate the challenges associated with NDN.
However, previous works in this area have been limited in terms
of their applications and use cases. Also, they have not compre-
hensively addressed the current challenges and lack exploration
of an NDN trust model. As a result, there exists a gap in the lit-
erature regarding the full potential and impact of NDN.

To fully harness the potential of NDN and effectively address
its challenges, researchers must gain an in-depth understand-
ing of its underlying technology, data-centric communication
model, and fundamental principles. Exploring existing solu-
tions proposed for these challenges is crucial for comprehen-
sively assessing NDN’s current state. However, navigating the
vast and increasing literature on NDN can be daunting, empha-
sizing the need for a comprehensive survey consolidating ex-
isting research. This paper aims to comprehensively analyze
NDN as a networking protocol, evaluating its role in emerg-
ing applications and offering potential strategies to mitigate its
limitations. By identifying the strengths and limitations of ex-
isting solutions, we aim to highlight areas that require further
improvement and research. Additionally, we present critical re-
search challenges and future directions to guide the advance-
ment of NDN technology and its widespread adoption in prac-
tical applications.

Contributions. The contributions of this paper include:

e A systematic review of the literature on the adoption of
NDN technology in emerging applications. This review
highlights the challenges that need to be addressed to facil-
itate the design of efficient NDN models and promote the
widespread adoption of NDN in emerging applications.

e A comprehensive trust management model for NDN tech-
nology use cases. This model serves as a foundation for
identifying research gaps and provides insights for enhanc-
ing the security of NDN applications.

e An analysis of existing literature on NDN technology,
which yields open research challenges. These challenges
form a roadmap for future research efforts in NDN and
guide the exploration of innovative solutions.

The remainder of this paper is organized as follows. We
present an overview of NDN in Section 2 and review related
works in Section 3. In Section 4, the usage of NDN in differ-
ent application scenarios is discussed, and its security aspect is
presented in Section 5. In Section 6, we discussed the chal-
lenges of using NDN and summarized the current solutions in
section 7. Section 9 concludes the paper. In addition, the full
forms of the acronyms used in this paper are listed in Table 1.

2. Named Data Networking (NDN): An Overview

NDN is a proposed Internet architecture that uses a content-
centric communication model. Instead of addressing hosts us-
ing IP addresses, NDN names content objects hierarchically.
When an application requests data, it creates an interest packet
with the desired content name and sends it to the network.
This naming scheme allows NDN to directly secure data at the
network layer, making the content of every data packet verifi-
able. [10, 11].

The protocol stack of NDN inherits the hourglass model
of the TCP/IP network architecture but replaces the address-
based packet delivery in the “thin waist” with content names,
as shown in Figure 1. In addition, the NDN stack includes two
new layers: security and strategy. Applications request content
using names, eliminating the need for URL-to-IP translation in
the application layer. The security layer secures content using
producer signatures, and the strategy layer decides on dynamic
forwarding strategies based on the content’s name.

The network layer provides routing functionalities using con-
tent names instead of destination IP addresses to search for the
next hop using three router components: content store (CS),
pending interest table (PIT), and forwarding information base
(FIB). Unlike TCP/IP, where one router interface is fetched
against a destination IP address, NDN FIB provides multiple
interfaces against one content name [12]. The link layer and
physical layer are similar to the TCP/IP link and physical layer,
except the link layer maps between content names and MAC
addresses instead of IP and MAC. NDN excludes the transport
layer since it is a request-driven protocol where nodes control
the data sending rate and request data when required, eliminat-
ing the need for a transport layer.

As mentioned above, each NDN router has three data struc-
tures: a PIT, a CS, and FIB [13]. These data structures are
described in detail as follows:

1. Pending Interest Table (PIT): The Pending Interest Ta-
ble (PIT) in the NDN architecture maintains a record of
forwarded Interest packets that are awaiting a correspond-
ing Data packet. The PIT serves two essential functions:
interest aggregation and multicast forwarding. Whenever a
router receives an incoming Interest packet, it searches the
PIT entries for a matching data name. If there is no match,



Table 1: List of Acronyms

Acronym Full M g Acronym Full M g Acronym Full M g
ANDaNA  Anonymous Named Networking Application IPoC IP Over CCN PNL Parallel Name Lookup
CCN Content-centric Networking LPM Longest Prefix Match PPKD ProducerPublicKeyDigest
CDN Content Delivery Network MAC Medium Access Control PRU Proactive Reputation Updating
CS Content Store MTU Maximum Transmission Unit QoS Quality of Service
ESGF Earth System Grid Federation NDN Named Data Networking RPFS Reputation-based Probabilistic Forwarding Strategy
FIB Forwarding Information Base NDTP Named-Data Transport Protocol RSA Rivest-Shamir-Adleman
GNN-GM  Graph Neural Network-Gain Maximization | NHealthloT NDN-based Smart Health IoT S-PIT Stable Bloom Filter based PIT
HEP High Energy Particle Physics NPT Name Prefix Tree SBF Stable Bloom Filter
ICN Information-centric Networking OSPF Open Shortest Path First TCAM Ternary Content-addressable Memory
IoT Internet of Things OSPFN Open Shortest Path First for Named Data TCP Transmission Control Protocol
TIoV Internet of Vehicle P2P Peer-to-peer UDP User Datagram Protocol
1P Internet Protocol PIT Pending Interest Table WSN Wireless Sensor Network
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Figure 2: Forwarding Process at NDN Router Node [9]

the router creates a new entry in the PIT. If a match is
found, the router appends the incoming interface number
to the existing record to avoid redundant interest forward-
ing, a technique known as interest aggregation. Interest
aggregation enables the PIT to keep track of all interfaces
requesting the same data. When a Data packet arrives, the
PIT is queried to obtain the list of interfaces that requested
the data, and the Dara packet is multicast to all of them.
Moreover, the PIT also plays a role in detecting security
attacks by tracking unsatisfied interests.

2. Content Store (CS): CS functions as a cache for each
network router node, enabling NDN to achieve one of its
distinctive characteristics, i.e., in-network caching. When
consumers request data for the first time, the Inferest
packet is forwarded to its original producer. When for-
warding the Data packet from the producer to the con-
sumer, each intermittent router involved in forwarding will
cache the data. If the data is requested again, any of the
routers involved previously can deliver the data directly,
without requiring the producer. Concretely, CS can satisfy
Interest packets on behalf of its original producer if the
data has been cached previously.

3. Forwarding Information Base (FIB): FIB routes Interest
packets to the original producer or any node that has the
data stored in its CS. Each FIB entry comprises the name
prefix of a data item as well as a list of hops that will guide
Interest packets to nodes requesting the data.

A representation of data exchange in NDN is illustrated in
Figure 2. Here, when a user U wants to retrieve data D, it sends
an Interest packet with the data name. The NDN router that
receives the Interest packet checks its CS to see if it has the re-

quested data. If it does, the router will deliver the data using
Data packet. If there is no match for the data, the router will
check its PIT to see if it has already received an Interest packet
for the same data D. If it has, the router will add the new incom-
ing interface ID to the existing PIT entry for that data, instead
of forwarding the Interest again. For example, if at time T = £,
user A (Interface 0) requested data D, Interface 0 will be stored
in the Interface field of PIT entry for the Interest packet. Say at
T =1, user U (Interface 1) requests for the same data, instead
of forwarding the Interest again, the router will simply add In-
terface 1 to Interface O in the Interface field (Figure 3). This
process of merging multiple Inferest packets for the same con-
tent is called Interest Aggregation. When the router eventually
receives the Data packet for this content, it will be forwarded
to all interfaces that requested it, enabling multicast.

If no entry is found in PIT, the Interest packet is forwarded
to the FIB. The FIB uses the longest prefix match (LPM) al-
gorithm to find the appropriate next hop for the requested data.
The router then creates a new entry in the PIT and forwards the
Interest packet to the selected next hop. If there is no match
in the FIB, the router will either flood the Interest to all out-
going interfaces or drop the Interest packet, depending on the
forwarding strategy and protocols [9].

When NDN routers receive a Data packet with the data pro-
ducer’s signature, it checks its PIT for a matching pending In-
terest using the content name in the packet. If there is a match,
the router will send the Data packet to all the interfaces listed in
the matching entry in the PIT, and then delete the entry from the
PIT. Also, the router will store the contents in its CS according
to the caching policy. Based on the above example, we iden-
tify the four core elements of the NDN approach, which are as



Table 2: Summary of Previous Research

Domain Authors Contributions Limitations

Xylomenos et al. [14]

Key ICN proposals highlighting the similarities and
differences, and the limitations of the proposals

ICN Proposals Ahlgren et al. [15] Concepts, design, and benefits of ICN based on No description of NDN as a separate entity
Xiaoke et al. [16] naming, caching, and routing of data
Description of NDN architecture, key components, Recent applications, research challenges
Zhang et al. [8] L . . L.
. and applications classified by NDN functionalities, and the
NDN Overview e .
mitigation approaches not mentioned
Iustration of NDN architecture, applications, and Current trends to address the mentioned
Saxena et al. [9] .
research challenges research challenges are not discussed
Analyze NDN caching approaches and provide a method
Fan et al. [17] to determine the caching algorithm used by network Focused only on caching feature of NDN

Lietal. [18]

Highlighted several lookup methods that NDN uses to
search content in CS, FIB, and PIT

Tariq et al. [19]

Describe several forwarding strategies, limitations, and
solutions to improve scalable forwarding in NDN

Focused only on the NDN forwarding plane

Functionalities Soniya et al. [20]

NDN Survey the strategies employed to address various
research challenges of the NDN forwarding plane

Yuan et al. [21]

Identify the challenges regarding the NDN forwarding
plane and propose mitigation approaches

Ariefianto et al. [22]

Survey different routing techniques and highlight the Focused only on NDN routing solutions
research challenges

Zhang et al. [23] Survey several data mobility approaches in NDN Focused only on NDN mobility solutions

Propose integration of NDN and several scientific Focused only on NDN naming aspects
Shannigrahi et al. [24] domains by emphasizing on the similarities in the
content naming structure
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Figure 3: Interest Aggregation

follows:

e Naming: One of the most essential aspects of NDN design
is the hierarchical naming of data, which allows each ap-
plication to choose a naming structure independently from
the network. For example, a video produced by "myApp”
may have the name ”/myApp/videos/demo.mpg,” where
the forward slash ”/” delineates name components in text
representations, similar to URLs [8]. This approach elimi-
nates three issues that arise from using addresses in the IP
architecture: address space exhaustion, NAT traversal, and
address management. Moreover, NDN’s naming system
increases mobility, as there is no need for mobile users to
acquire IP addresses every time they switch networks [9].

Security: Another key feature of NDN is its data-centric
security. NDN requires data producers to sign data pack-
ets using public-key cryptography to achieve authenticity,
confidentiality, and availability. NDN also automates all
cryptographic key management and operations, making
security highly usable for applications. Despite these ben-
efits, NDN is not immune to attacks. In particular, interest
flooding and content poisoning attacks remain significant
concerns and require further investigation [25].

¢ Routing and Forwarding: In NDN, routing is responsi-

ble for setting topology and policies. NDN has three main
routing protocols: OSPF-based routing [26], two-layer
routing [27], and link-state routing [28]. These protocols
use the FIB to store routing-related information. When
an Interest packet is received, the router searches for the
content name’s prefix in the FIB to find the next hops and
forwards the packet in the correct direction. NDN allows
multi-path forwarding by enabling each FIB entry to have
multiple next hops [29]. The routing protocols determine
the availability of routes from these multiple next-hops and
select the forwarding route based on performance.

e In-network Caching: In NDN, data packets are identified
by their names and signatures, meaning they can be cached
and served anywhere in the network. This is in contrast to
traditional IP networks, where data packets are identified
by their source and destination addresses. While caching
is not compulsory in NDN, it is a crucial feature that re-
duces bandwidth usage by storing copies of frequently re-
quested data in routers and other network nodes. When
a request for cached data arrives, the node can serve the
data locally without having to forward the request to the
original source. This can help reduce network conges-
tion and improve performance, especially for popular con-
tent. NDN also supports a more advanced form of caching
called Repository, which provides larger and more persis-
tent storage for data that is expected to be available for
longer periods of time.

3. Related Work

Content-centric networking (CCN) is a networking paradigm
that aims to address the shortcomings of IP by providing refined
support for client mobility, multipath connectivity, multicast de-
livery, and in-network caching. Over the past few years, CCN



has gained increasing attention as a new networking paradigm
in various application environments [30, 9]. This section re-
views related work on CCN and its proposals, focusing on the
application of CCN proposals and surveyed approaches related
to their implementation. A summary of these works is pre-
sented in Table 2.

Ahlgren et al. [15] and Xiaoke et al. [16] present the con-
cepts, design, and benefits of ICN based on the components
of named data object, routing, and caching. Zhang et al. [§]
present a survey that introduces naming, routing, forwarding,
security, and caching technologies of NDN, while Saxena et al.
added the mobility aspects of NDN in their work and discussed
applications in different contexts, including sensor networks,
vehicular networks, and multimedia streaming [9]. Surveys
specific to functionalities of NDN are presented in [19, 22, 24].
Among those, Fan et al. [17] survey different caching decision
policies in NDN and developed a measuring scheme that uses
the mechanism of repeatedly requesting the same content and
comparing response times, which helps application developers
identify which caching algorithm the network’s routers are em-
ploying.

The forwarding features of NDN have been presented by [18,
19, 21, 20]. The initial requirement for forwarding content is
quick lookup, which is dependent on the efficient lookup algo-
rithm and data structures of CS, FIB, and PIT. Li et al. [18] out-
lined four alternative lookup methods as well as data structures
employed in the NDN forwarding plane. Tariq et al. [19] ex-
plore forwarding algorithms for ad-hoc networks, such as mo-
bile and vehicular ad-hoc networks, wireless mesh networks,
and wireless sensor networks, and present different forwarding
strategies, forwarding-related problems, and outline solutions
to improve scalable forwarding in NDN. Similarly, Soniya et
al. [20] survey the working mechanism of NDN’s forwarding
plane and the approaches used in mitigating specific forwarding
challenges, such as prefix hijack, link failure, and congestion.
In the work of Yuan et al. [21], fundamental challenges related
to NDN forwarding are identified, and solutions for achieving a
scalable NDN forwarding plane are proposed.

Ariefianto et al. [22] present a classification of the routing
techniques used in NDN, including IP routing enhancement,
geometric routing, and centralized routing, and highlight open
challenges for each class. Zhang et al. [23] surveyed NDN mo-
bility solutions, such as mapping, tracing, data depot, and data
spot algorithms, and categorized them based on their design ap-
proaches. The authors also provide IP and NDN mobility sup-
port designs comparison, highlighting their features. Naming,
which is a critical aspect of NDN, is surveyed by Shannigrahi
et al. [24]. To facilitate the integration of NDN and scientific
domains, such as climate science, high-energy particle physics,
and genomics, the authors discuss the similarities of the cur-
rent naming structure used in these domains with NDN’s and
provide a list of naming recommendations.

Despite the abundance of literature on NDN, these works
have primarily focused on specific features, providing limited
information on practical applications and use cases, thus leav-
ing the full potential of NDN largely unexplored. Moreover,
recent surveys on NDN have failed to adequately address the

latest application challenges and mitigation approaches associ-
ated with this networking paradigm. Consequently, there ex-
ists a gap in the literature that necessitates further exploration
to comprehend the true impact and potential of NDN. There-
fore, this paper aims to address these gaps by presenting a com-
prehensive survey of key features of NDN and the challenges
associated with its application. We also present several emerg-
ing use cases that demonstrate the versatility of this network-
ing concept. Additionally, we identify and discuss the open
research challenges that need to be addressed to enhance the
practical implementation of NDN. Furthermore, our study in-
troduces an NDN trust model, which has yet to be explored in
the existing literature, offering a novel perspective on ensuring
trust and security in NDN networks.

4. Emerging Applications of NDN and Use Cases

This section presents an overview of NDN architecture and
its functional aspects in emerging applications. These applica-
tions are fundamental in realizing the smart connected ecosys-
tem incorporating numerous communications and security tech-
nologies for controlling different assets. Moreover, we high-
light the significant challenges, roles, and benefits of using the
NDN model in the applications. A chart summarizing the NDN
applications and use cases is shown in Figure 4.

4.1. Peer-to-Peer Data Sharing using NDN

Peer-to-peer (P2P) data sharing in Named Data Networking
(NDN) is a decentralized system where each user/node func-
tions as both a client and a server, enabling them to interact
without a central server. This architecture allows for sharing
of resources among equally privileged peers without the need
for a central server. As more peers join the network, the shar-
ing mechanism scales resulting in additional resources. How-
ever, when a peer leaves the network, its shared resources are
also taken away. BitTorrent is an example of a P2P application
that allows the distribution of large torrent files among peers
in equal-sized chunks. Despite its advantages, traditional P2P
network applications built on top of TCP/IP protocol face var-
ious challenges. In P2P data sharing, large files are distributed
among multiple peers, but challenges arise due to the lack of a
central server.

One challenge is tracking IP addresses, as peers may change
their IP addresses when they join new networks, making it diffi-
cult to monitor them. Another challenge is the additional over-
head caused by peer selection, as client-peers must continu-
ously choose the most appropriate peer group to source data
from. However, initially selected peers may not always pro-
vide acceptable performance due to unforeseen circumstances,
such as node unavailability, which can add to latency and TCP
connection overhead.

Data retrieval failure is another challenge in P2P networks
since peers can leave the network after completing a download,
leaving other peers unable to retrieve the data they were still
downloading. Finally, application layer overhead is an issue
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Figure 4: Emerging applications of NDN along with the use cases

since TCP/IP protocol is not designed to implement data re-
dundancy, and data replication and security mechanisms are re-
quired at the application layer to ensure availability and protec-
tion.

The use of Named Data Networking (NDN) as a network ar-
chitecture offers several advantages for peer-to-peer (P2P) data-
sharing applications, as highlighted in a study by Mastorakis et
al. [31]. One of the benefits of NDN is improved resource man-
agement. In traditional P2P networks, discovering the top peers
for data retrieval can introduce overhead and increase latency.
However, in NDN, when a peer requests data, the forwarding
plane can bring the requested data to the peer through the best
path in the network. This results in improved network through-
put without adding additional overhead.

Another advantage of NDN is improved caching. Each NDN
router acts as an in-built cache, making data replication inherent
in the network layer. This caching capability improves data de-
livery rates, as data cached in routers in the network can quickly
reach requesting peers. Furthermore, NDN caching eliminates
the need for data replication in the application layer. NDN also
offers enhanced security as each data fragment distributed over
the network includes a digital signature from its original pro-
ducer, ensuring content authenticity without the need for a se-
cured channel in the network layer.

Lastly, NDN eliminates IP overhead in P2P data-sharing ap-
plications. Peers can retrieve individual fragments of a large
file independently since each data packet has a unique name
that can be used to request it. This eliminates the need to track
the IP addresses of peers.

Overall, the use of NDN in P2P data-sharing applications
brings significant advantages.

4.2. NDN in Internet-of-things (IoT)

The Internet of Things (IoT) is a collection of embedded de-
vices, referred to as “things,” that communicate over the in-
ternet to share data. Today, IoT protocols are deployed over
the network layer using TCP/IP as the transport mechanism.
However, the implementation of TCP/IP has been successful for
wired network devices, such as mainframes, desktops, and lap-
top computers. Most IoT devices are resource-constrained and

mobile, making low-energy Layer-2 technologies, such as IEEE
802.15.4, the preferred option for IoT networks. This prefer-
ence is due to the small MTU size, merely 127 bytes, required
by these technologies [32]. This MTU size is in contrast to the
minimum MTU of 1500 bytes supported by today’s IP network,
which is unrealistic for constrained network devices [3].
Montenegro et al. [33] suggest an adaptation layer to solve
the mismatch between the old design and new requirements.
However, this layer adds additional complexity and overhead
to the network. These differences pose significant challenges
for IoT devices that use TCP/IP as a communication protocol.
Some of the key challenges for IoT devices using TCP/IP as a
communication protocol are highlighted below:

e Multicast: Multicasting is used in many IP-based network
protocols to send broadcast messages to every node in a
network or make a query without knowing the target node.
However, this gives rise to different issues in [oT devices,
such as missed packets and energy loss. Most IoT devices
run on limited power, so they tend to conserve energy by
going into sleep mode. This inactive mode may cause de-
vices to miss multicasted packets. Moreover, due to multi-
hop forwarding activities, devices also lose energy when
they become active. In light of these issues, IP protocols
need to be redesigned to satisfy some of these constraints
in the IoT ecosystem.

Routing: IoT devices are expected to roam around due to
their support for mobility. However, this notion leads to
overhead in keeping track of the IP addresses of IoT de-
vices whenever they change networks.

Caching: As there is no in-built caching policy in TCP/IP
protocol, IoT applications create application-level caching
policies for efficient data dissemination. The process in-
volves choosing a proxy node that caches contents for
any inactive node and forwarding data when the node
wakes up. However, the dynamic nature of the network
may cause the selected proxy node to become unreachable
when the cached content is needed.



e Security: Applications running over TCP/IP protocol en-
sure security by fortifying the communication channel.
This security mechanism requires that both the producer
and consumer of data create and maintain a secure channel
during communication. However, this approach is not suit-
able for IoT devices due to resource constraints. Moreover,
the security of the data is not guaranteed by securing the
communication channel since data contents can get modi-
fied once they are out of the secured channel.

The NDN architecture offers potential solutions to the chal-
lenges faced by IoT networks using TCP/IP and has the poten-
tial to meet the requirements of IoT communication [34]. One
of the key advantages of NDN is its use of data naming con-
ventions that eliminate the need for tracking the IP addresses
of nodes, which helps reduce overhead and simplifies the rout-
ing process. Moreover, instead of multicasting packets to all
nodes in the network, NDN utilizes interest packets to retrieve
the desired data, which significantly reduces unnecessary traf-
fic and energy consumption. Another benefit of NDN is that it
enables in-network caching policies, which allows each hop to
act as a cache, eliminating the need for proxy nodes for con-
tent caching. This feature provides efficient data dissemination
and reduces latency. Finally, NDN directly secures contents,
ensuring that the data communicated remains secured irrespec-
tive of the communication channel. This is achieved through
the use of cryptographic signatures that guarantee the integrity
and authenticity of the data, even if it is cached or forwarded by
intermediate nodes. Consequently, Zhang et al. [35] proposed
a unified IoT platform based on ICN architecture, where ICN
represents the broad research direction under which NDN was
proposed, to provide seamless mobility support, scalability, and
efficient content delivery. Similarly, Askar et al. [36] incorpo-
rate NDN for IoT communication, introducing NDN-based IoT,
since NDN has shown great potential with its support for mo-
bility, caching, naming and security.

4.3. NDN in Home Automation

Home automation, or smart home systems, refers to the auto-
mated control of networked devices connected to the internet in
households. These systems use sensor data to make intelligent
decisions. However, they are vulnerable to cyber threats and
physical intrusions. Most industrial solutions, such as Google
threads, Samsung SmartThings, and ZigBee Home Automa-
tion, rely on remote cloud servers or complex network protocols
that lack strong protection from unauthorized access to data.

To address these issues, researchers have proposed using
Named Data Networking (NDN) to build secure home automa-
tion systems. Pi et al. [37] proposed a cloud-independent sys-
tem that uses a hierarchical namespace for smart home devices.
Devices joining the network must undergo trust bootstrapping
to validate their identity, and their shared data is trusted within
the network.

Ahmed et al. [38] proposed an NDN-based system that fo-
cuses on secure data distribution and retrieval. The system
allows users to collect data from nearby sensors using the in-
network caching feature of NDN. It also creates a private cloud

to store data and forwards critical data to users through push-
based forwarding when they are not in proximity.

Zhang et al. [39] proposed a framework called Sovereign that
enables users to build self-contained smart home systems that
they own and control. The framework utilizes NDN’s essential
features, such as its naming scheme, forwarding mechanism,
and security policies. It also includes a named-based security
policy that specifies who is authorized to produce and access
data, and it checks the policy when authenticating a data packet.

4.4. NDN Based Real-time Video Streaming

Real-time video streaming has become increasingly popu-
lar in recent years, leading to a surge in video content. Cur-
rent video delivery mechanisms are based on TCP/IP networks,
where the video producer sends data directly to viewers. How-
ever, TCP/IP’s point-to-point communication creates a problem
when multiple clients request the same video, resulting in dupli-
cate packets being sent. NDN’s in-network caching and interest
aggregation features can resolve this challenge.

Realizing the increasing demand for live video streaming and
the necessity of load balancing in the network, Ramadha et
al. [40] proposed a video streaming system based on NDN that
significantly improves over IP-based video streaming systems.
Another example of an NDN-based real-time video streaming
solution is NDNVideo, proposed by Kulinski et al. [41]. ND-
NVideo indexes each video by time frames, allowing random
access to live video streaming. A consumer issues an interest
with the desired timecode and content name to retrieve the most
recent data. After receiving the first data packet, the user can
request video data using consecutive segment numbers. ND-
NVideo also ensures persistent storage of live content through
caching and handles packet loss by allowing the client to skip
to the most recent segment of data, enabling uninterrupted play-
back.

Li et al. [42] proposed an NDN-based real-time traffic sup-
port system that modifies the format of interest and data pack-
ets through the addition of a field called the type of service
(TOS). TOS indicates whether the video is real-time or pre-
recorded. Traditional one-interest-one-packet mechanisms are
not suitable for real-time video streaming as delays are unac-
ceptable. Additionally, real-time traffic data is only meaningful
for a short time, making caching of such data useless. To speed
up the process, Li et al. proposed a one-interest-n-packet mech-
anism where data chunks are delivered by the source as caching
of real-time content is disabled. This approach reduces the de-
lay and ensures that real-time traffic data is available as soon as
it is generated.

4.5. NDN for Wireless Sensor Networks (WSN)

Wireless sensor networks (WSNss) are widely used for tasks
such as logistics, environmental monitoring, and surveillance.
However, WSNs face several challenges related to efficient data
retrieval, energy consumption, and security. Named Data Net-
working (NDN), a new communication paradigm, has the po-
tential to address these challenges and enhance the capabilities
of WSNE.
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WSNs have a large number of sensor nodes, and individu-
ally addressing each node is problematic. This results in sig-
nificant redundancy and consumes the node’s limited battery
power. NDN can help eliminate this redundancy by enabling
a sensor node to request data independently using an interest
packet that includes the data name.

Additionally, the energy consumed by a client node to re-
peatedly retrieve the same data from its original producer can
be significant, especially if there are no nearby nodes having a
copy of the data. The in-network caching capability in NDN
helps eliminate these redundant requests by ensuring that the
requested data is readily available among nearby nodes.

Furthermore, due to the low computational and storage ca-
pacity of WSNs, they cannot use expensive cryptographic tech-
niques to enhance security. NDN’s data-centric security can
help ensure that secured content is transmitted and received by
any node in the network, even though WSNs broadcast mes-
sages using wireless links that are susceptible to attacks. NDN’s
unique features, such as efficient data retrieval, energy saving,
and security, can magnify the potential of WSNs and enhance
their capabilities for various applications.

4.6. NDN for Internet of Vehicles (IoV)

The Internet of Vehicles (IoV) is a network of connected au-
tonomous vehicles that share data with each other and other
entities in their environment, such as roadside units, pedestri-
ans, and buildings, as well as the cloud. This communication
enables the exchange of critical information, such as road con-
ditions, collision warnings, and traffic, using a communication
protocol [43]. However, the current IP architecture used in IoV
has limitations, as the dynamic nature of the entities and the
constant changes in the network topology make it difficult to
track IP addresses [44]. In contrast, the Named Data Network-
ing (NDN) architecture is name-based, which eliminates the
need for IP addresses, making it easier to track the nodes’ mo-
bility. Additionally, NDN’s cache enables data retrieval from
any nearby node that has a copy of the data, reducing data traf-
fic. Also, security is a crucial component of IoV, as unautho-
rized intrusion can have catastrophic consequences. NDN in-
herently ensures the authenticity and integrity of data commu-
nicated in the network, making it a suitable choice for IoV.

Tier 3: Cloud Nodes

* Big Data Processing

Tier 2: Edge Nodes

* Real-time Data Processing

Tier 1: End Devices

* Collect Data
 Lightweight Processing
* Share Data using NDN

Figure 6: Fog Computing using IoV Edge Nodes

One of the essential goals of autonomous vehicles in IoV is
to provide time-bound autonomous navigation to minimize the
risk of accidents. NDN facilitates this through its caching and
content-driven properties, which allow each vehicle to become
a “data mule” that transports data opportunistically, selecting
the best possible route to retrieve the data from nearby nodes
and minimizing the latency of safety-critical data packets. Let
us consider an NDN use case for a collision warning service
using three vehicles A, B, and C, as shown in Figure 5. To
get the collision information on a specific road, vehicle A will
request data using an interest packet that includes the name of
the desired data. Vehicle B, being near the collision zone, and
equipped with different sensors and communication technolo-
gies, will detect the collision. Routing and forwarding strate-
gies will direct the interest packet to vehicle B, and it will share
the data packet with vehicle A in the reverse path by combining
the data with its signature. If vehicle C, which is near vehi-
cle B, requests the same collision data, the router will forward
its interest to vehicle B instead of the original producer due
to caching facilities. Upon receiving the data, vehicle C can
ensure authenticity using the signature embedded in the data
packet. Hence, each vehicle becomes a “data mule” that trans-
ports data opportunistically.

Various work have proposed integrating NDN architecture
into IoV to address concerns regarding mobility, security, reli-
ability, and data dissemination. For example, Barka et al. [45]
propose a novel trust-aware Monitor-based communication ar-
chitecture for trust-based communication between aerial vehi-
cles, while Amadeo et al. [46] states the potential of NDN in
facilitating effective communications in IoV. Chen et al. [47]
explore NDN’s in-network caching, and Khelifi et al. [48] pro-
pose a proactive caching-based mobility prediction strategy that
uses NDN features in IoV communication to decrease content
retrieval latency. Similarly, Aboud et al. [49] consider NDN
as a promising solution for vehicular adhoc networks since
NDN with its unique forwarding rules can optimize network
resources and provide a lightweight data dissemination model.

4.7. NDN for Edge Computing

Edge computing brings computation and data storage closer
to the devices that generate data. By doing this, edge comput-
ing reduces latency and improves control over cloud services.



However, edge computing using traditional TCP/IP protocols
can be challenging due to issues like random disconnections,
unreliability, and lack of network resiliency. To address these
challenges, researchers are exploring new network protocols
like NDN.

NDN offers unique routing and forwarding techniques that
simplify machine-to-machine communication. By combining
NDN with edge computing, researchers hope to amplify the
benefits of both approaches. Specifically, authors in [S0] pro-
pose a 3-tier architecture that includes NDN at Tier 1 (devices),
edge computing at Tier 2 (edge nodes), and cloud comput-
ing at Tier 3 (cloud nodes), as shown in Figure 6. At Tier 1,
all end users or IoT devices communicate with each other us-
ing the NDN network. This communication is content-centric,
with contents being requested at the network layer using names.
Tasks that cannot be handled by end devices are forwarded to
edge nodes, while computations that cannot be satisfied by edge
nodes are forwarded to cloud nodes for processing.

Combining NDN with edge computing has several benefits.
For instance, NDN’s interest aggregation feature can help con-
trol the traffic generated from end-users sent to edge devices.
In this case, incoming requests for the same content will be ag-
gregated in the PIT table and will not be forwarded further, re-
ducing network and server loads. In-network caching can also
help reduce latency by reducing the need to relay interest re-
quests to the original producer. Finally, NDN’s receiver-driven
and connection-less approach helps achieve consumer mobility.

4.8. NDN in Climate and High-Energy Physics

Climate science [51], high energy particle physics
(HEP) [52], and other scientific disciplines routinely cre-
ate and process a massive amount of data and have relied on
customized systems to manage their data.

However, using traditional systems such as a content deliv-
ery network (CDN) can be costly and pose a high risk of data
loss. TCP/IP protocols, which are often used in these systems,
also result in some limitations for these scientific communities.
For instance, the Earth System Grid Federation (ESGF), a dis-
tributed system for managing climate data, has experienced se-
curity, latency, and repeated request issues when using TCP/IP
as the communication protocol [53].

ESGF’s lack of security measures, caching capabilities, and
request aggregation mechanisms can be addressed by leverag-
ing NDN’s features. NDN'’s interest aggregation feature, for
instance, can merge repeated requests for the same data, re-
ducing the load on both the source server and the network.
NDN’s in-network caching feature, which secures each data
packet through signature, can be incorporated to reduce net-
work traffic, server load, and data delivery latency.

To illustrate this, consider a scenario where user A requests
data D at time ¢ = 1s. Assuming that this is the first time the
data is requested, it will be retrieved from the producing node or
server, and each node it passes through will cache the data in the
CS. If user B requests the same data at time ¢ = 5, the data will
be fetched from the nearest node that cached the data, instead of
traveling to the producer. Thus, by leveraging NDN’s features,

the performance of customized systems such as ESGF can be
significantly improved, reducing the complexity of developers
at the application level.

4.9. NDN in Smart Healthcare System

The use of IoT-driven applications in smart healthcare sys-
tems has allowed doctors to remotely monitor, analyze, and
treat patients, improving care. However, these systems rely
on [P-based connectivity, which comes with certain limita-
tions [54]. In IP-based systems, communication is established
through the transport layer for end-to-end connectivity chan-
nels that facilitate data transportation and reliable delivery of
packets in both wired and wireless scenarios. Unfortunately,
the transport layer’s inefficient design and functionality make
time-sensitive data communication and retrieval difficult. The
congestion control mechanism assumes that packet loss is due
to congestion, which leads to a decrease in the congestion win-
dow by half. This can result in inaccurate readings and de-
layed emergency medical data retrieval, which could be life-
threatening. Furthermore, health-related data is sensitive and
needs proper security during transmission. However, IP-based
networks lack built-in security, which could result in security
breaches. The TCP/IP protocol suite’s static node design does
not work well with healthcare devices and applications’ ubig-
uitous nature, and it is challenging to maintain IP when mobile
nodes move from one network to another [55].

In contrast, NDN provides congestion control by the data
consumer, which initiates and controls network transport [56].
The NDN router controls the interest forwarding rate on a hop-
by-hop basis to a specific node, thus handling congestion. If
congestion or delay occurs in data transmission, NDN’s in-
network caching feature aids delivery using the router’s CS
to identify where the packet got lost in the hops. By storing
data near the user with in-network caching and content security,
NDN reduces delays in delivering time-sensitive data while en-
suring its security. Additionally, NDN eliminates the challenge
of tracking IP when mobile nodes change networks using con-
tent naming, which reduces the overhead of mapping applica-
tion names to IP addresses.

Saxena et al. presented work on integrating NDN in health-
care [55]. The authors developed a smart health system named
NHealthIoT that uses NDN-based communication to collect
sensor data. The collected data is delivered to the home server,
which identifies emergency events using a hidden Markov
model. The events are immediately sent to the cloud server us-
ing content-aware adaptive forwarding, while non-emergency
events and health-related data are saved and can be accessed by
authenticated users when required. Similarly, Saxena et al. [54]
proposed a smart health-NDNoT that integrates NDN with IoT,
consisting of four layers to collect, manage, store, and generate
reports based on health-related data. Gupta et al. [57] proposed
a secure remote healthcare monitoring framework incorporat-
ing NDN as the communication framework to exploit the ad-
vantages of NDN, such as named-based forwarding, security,
and in-network caching.
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5. Trust Management in NDN

Trust management plays an essential role in NDN by helping
the data consumers overcome uncertainties and risks associated
with the globally addressable and routable contents transmitted
by applications and services communicating on the network.
Trust relationships are established by NDN entities using the
built-in data-centric security mechanism through the data pro-
ducer’s signature to assert data authenticity, integrity, and cor-
rectness. At the time of data creation, the producer attaches a
digital signature to bind the data packet with its name for data
integrity and provenance [58]. Authentication and authoriza-
tion of NDN data packets are facilitated by incorporating a trust
model, also known as security context, comprised of trust an-
chors, trust chain, and a set of rules.

Trust anchor is the pre-trusted public key, and the data pro-
ducer stores the reference to this key in a specific field of the
data packet called KeyLocator [59]. Consumers can use this
field to retrieve the pre-trusted public key for data packet verifi-
cation. Moreover, this field can refer to one of three things: (1)
the public key, (2) a certificate containing the public key, and (3)
an NDN name referencing the content that contains the public
key [60], which implies that the consumer may need to retrieve
multiple keys before reaching the trust anchor, as shown in Fig-
ure 7. A set of rules is required to correctly derive the trust
anchor through the frust chain, which represents the list of keys
between the target data and trust anchor. Producers and con-
sumers of the same NDN application are required to share the
same trust model. NDN allows each organization to choose its
specific trust model based on its application’s needs. The fun-
damental goal of the trust model is to establish a relationship
between the data names and the legitimate keys used to sign
data packets.

5.1. Trust Model

A digital signature is essential in assuring the consumer that
a legitimate producer created the received content. The general-
ized steps for signing and verifying contents can be summarized
as follows:

e Key Generation: This process generates a pair of the pri-
vate key (signature key) and a public key (verification
key). The generation procedure usually uses a random
number generator that produces unique pairs each time.

o Signing Process: The process takes data as input, feeds it
into a hash function, and outputs a digest that is a string
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of digits, then encrypts the digest using the private key of
the producer. The result of the encryption process is the
producer signature, shown in Figure 8. To attach the pro-
ducer signature with data, the NDN data packet includes a
DataSignature field which consists of two elements: Sig-
naturelnfo and SignatureValue [61]. The SignatureValue
holds the actual bits of the signature produced through data
digest encryption.

e Verifying Signature: To validate a data producer, a con-
sumer must verify the signature integrated with the data
packet. The consumer decrypts the signature to gener-
ate a digest using the trust anchor (trusted public key),
fetched through the KeyLocator field located at the Sig-
naturelnfo element of DataSignature field. Required in-
formation about the digital signature algorithm, such as
the hash and encryption functions utilized during signa-
ture generation, is included in the Signaturelnfo element.
For a valid producer, the digest generated from the decryp-
tion should match the digest produced by hashing the data,
as shown in Figure 9.

The algorithms used to produce the signature vary mainly on
the techniques used to create the public and private keys and
are selected by the content producer according to the need of
the data or application. One of the most popular algorithms to
generate the keys is the RSA (Rivest—Shamir—Adleman) algo-
rithm, an asymmetric encryption algorithm.

5.2. Trust Management Policy

Producer signature verification helps ensure data integrity,
assuming the consumer trusts the producer. However, in a
highly dynamic environment such as IoV, the vehicular nodes
may come in proximity for the first time and a brief period,
often less than ten seconds [62]. Due to mobility, it might be
challenging to trust the data generated by any vehicular node
since improper or inadequate processing of the desired data or
misleading messages in a safety-critical environment can have
disastrous consequences. Trust management policies can help
in this regard by providing guidelines to determine which pro-
ducers to trust and which ones to be cautious about, ensuring
secure and reliable data communication in safety-critical envi-
ronments. Ramani et al. [63] propose a swift trust model for an
NDN-based vehicular environment to establish trust between



vehicles that encounter each other briefly. This trust model re-
quires nodes to establish short-term trust before requesting data
for safety-critical applications, such as lane changes. Upon
joining the network for the first time, a vehicle requests its
neighbors to complete a simple task that it can later verify
objectively or quantitatively. Based on the evaluation, which
includes factors such as the promptness and precision of re-
sponses, the requesting vehicle assigns trust scores to its neigh-
bors and establishes trust to proceed with safety application
communication.

6. Challenges in NDN Adoption

This section presents a broad overview of the challenges en-
countered by applications that adopt NDN. The challenges are
categorized based on the beneficial features of the NDN archi-
tecture for these applications, as summarized in Table 3.

6.1. Challenges with Caching Contents

While NDN allows routers to cache named contents, which
improves content retrieval, it also opens up the network to sev-
eral adversarial attacks. These attacks can include injecting cor-
rupted contents into the router’s CS, compromising consumer
privacy, and restricting consumer access to data. Furthermore,
caching contents may pose challenges for devices with limited
storage resources.

6.1.1. Content Poisoning Attack

To ensure the authenticity and correctness of each content,
NDN requires producers to sign content and consumers to ver-
ify the signature. However, verifying the signature of each
cached content in routers can be impractical due to two main
issues. First, signature verification imposes additional over-
head, which requires significant processing power, particularly
for routers with multiple Gigabit-speed interfaces [64]. Sec-
ond, routers need to establish trust in the network to obtain the
correct key for content verification. Although contents include
a reference to the required key, routers must learn all the trust
models used in the network to determine the authenticity of the
key. This flexibility to choose any trust model allows corrupted
or fake contents to be cached [65, 64].

Caching contents in routers opens the network to adversar-
ial attacks, such as content poisoning attacks, which can inject
corrupted contents into the router’s cache, compromising con-
sumers’ privacy and preventing them from obtaining authentic
content. The attacker can induce the router’s cache with fake
or corrupted contents, which are then forwarded to the con-
sumers, achieved by controlling compromised routers or hosts
distributed across the network [64]. Compromised routers can
simply reply with poisoned data whenever an interest in cached
content is received. This way, the requester and other inter-
vening routers will cache the poisoned content. In the case of
compromised hosts, attackers can predict interests in particu-
lar content and reply to simultaneous interests with poisoned
content from compromised nodes in the network, which will be
cached by routers involved in forwarding the data and returned
to legitimate consumers who issue interests in the content.
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6.1.2. Time Analysis Attack

A privacy breach can be caused by time analysis attacks,
which attempt to determine if a user has requested specific con-
tent or not [66]. Attackers can analyze the difference between
cached and uncached content to perform such attacks. The
attacker who shares the victim’s first-hop router (R;) requests
content (C) and logs the time (7)) it takes to retrieve it. Then,
the attacker requests the same content again and logs the time
(T3), assuming that R, has cached the content, and 7, < Tj.
Finally, the attacker monitors the victim’s network traffic to ob-
tain the fetch time and size of each content. By comparing the
content’s retrieve time with 75, the attacker can infer whether
the victim requested content C.

6.1.3. Bogus Announcement Attack

After any change in route or content, routers must commu-
nicate to exchange updated information to achieve new global
consistency. The routing convergence period, which is the time
between the occurrence of a change and when all routers agree
on the new state, should not be too long as the routers need
to get back to delivering the contents. However, in the bogus
announcement attack, an attacker sends many announcement
updates for a particular content cached in the routers’ CS at a
high frequency that exceeds the convergence time. Due to these
quick updates, routers will not be able to address legitimate user
requests leading to failure in retrieving complete or correct con-
tent [67].

6.1.4. Resource Constraints

Storing every content for extended periods requires signifi-
cant storage capacity in each router, which can be costly. Given
cost constraints, routers, and other nodes like vehicular sensor
nodes have limited cache space. Therefore, the development
of caching replacement policies becomes necessary to optimize
storage resources, which in turn enhances caching while min-
imizing storage expenses. These policies also guarantee that
necessary content is cached at the appropriate time, which min-
imizes data delivery latency.

6.2. Challenges for Naming Contents

Content naming is used in networking applications to enable
mobility, eliminating the need to monitor IP addresses when-
ever a node changes its network. However, naming data poses
risks to consumer privacy, as content names in interest and data
packets can be monitored, potentially revealing consumer pri-
vacy. Additionally, issues may arise when checking for names
every time data and interest packets are forwarded, including
the name lookup during data and interest packet forwarding. In
NDN, packet forwarding decisions use content names instead of
IP addresses. When an interest for specific content arrives at a
router, exact string matching is done in CS and PIT. If both fail,
the data was not requested recently through that router. LPM
is then done in the FIB to find where to forward the interest
packet. Similarly, when a data packet arrives, the content name
inside the data packet is matched with the PIT entries to find
the interface to which the packet should be forwarded. How-
ever, content name lookup consumes time and memory.



Table 3: Summary of NDN Limitations Categorized by NDN Features

Features Challenges Description Drawbacks
Corrupted contents get cached as the routers in the | Corrupted contents are forwarded to the consumers
Content Poisoning network are not required to verify cached content to prevent them from obtaining authentic content
due to verification overhead
Time Analysis Attacker analyzes the content fetch time difference | Compromise users’ privacy by determining whether
In-network Attack between cached and uncached content the victim has requested a specific content or not
Caching |Bogus Announcement| At a high frequency, an attacker sends updates for a |Targeted routers will not be able to address legitimate
Attack particular content cached in the targeted routers’ CS | user requests due to high-frequency update requests
. . . Cachi tent for a long time 1 i
Resource Constraints | Caching every content in the CS that passes through aching every content for a fong tme 15 expensive
and challenging for resource constraint nodes
Content can have names of variable length as there |Challenging to perform fast name lookup and manage
Name Lookup . .
is no imposed upper bound on length NDN name tables
Attacker monitors the victim’s network traffic using
Watchlist & Sniffing | a predefined list (watchlist) or randomly-guessed list | Failure in content retrieval and compromise victim’s
Content Attack (sniffing) of content names. Delete the interest packet privacy
Naming and/or record the requesters’s information if a match
is found from the list
Unencrypted Interest Interest packets are sent without encryption in Hinders requester’s privacy by enabling easy sniffing,
Packets cleartext spoofing, and capturing requested information
Adversary tries to block network regions by The blockage leads to longer response delay
Dynamic Flooding traversing neighboring networks and sending by creating denial-of-service attack
several requests to routers
.. Attacker overloads the network with many requests | Creates to delay in response leading to deletion of
Timing Attack .
through one or more routes interests from the PIT
Routing . The attacker acts as the trusted publisher of the Requester’s privacy gets violated due to the
Interception - . . .
requested contents to receive the interests man-in-the-middle attack
The inability to maintain connectivity in mobile
. The connectivity of the nodes in a mobile network |networks makes it challenging for data retrieval using
Mobility . . ) .
are short-lived and dynamic the exact reverse path used by interest packets,
causing failure in data retrieval
Verification Overhead Routers do not verify the producer signature of the Leads to the risk of content poisoning attack
cached contents due to overhead
The nodes involved in the trust chain need to be The disruption in network connectivity makes the
Certificate Retrieval | active while fetching the verification keys, which signature verification procedure challenging
Producer is challenging in a disruptive ad-hoc environment
Signature . To verify producer signature, producer’s public Challenging for resource constraint networks
Data Packet Size . g :
certificate is included in data packet
D Each data packet includes producer information to Producer anonymity is not possible to maintain
Producer’s Privacy . .
allow consumers verify producer signature
Corrupted Trust . . . .
Xﬁchor 4 Trust anchor may get attacked and corrupted Difficulty in verifying received data packet
. Differences between NDN and TCP/IP core Leads to NDN’s inability to cohabit alongside TCP,
TCP/IP Integration . . oo
elements which disrupt seamless data transmission
Others — Bk - — — -
Reliability No built-in reliability mechanism Individual applications need.to implement data
recovery techniques

There are several issues related to content name lookup dur-
ing forwarding interest or data packets. Firstly, NDN names
have no externally imposed upper bound, and arbitrary names
incur a lookup time proportional to their length, making it chal-
lenging to perform searches at wire speed. Secondly, name ta-
bles in NDN can be multiple orders of magnitude larger than to-
day’s IP routing tables, and managing them is difficult without
data compression mechanisms. Thirdly, the NDN name table
has a high update rate, making fast insertion and deletion neces-
sary to deliver contents without delay. Lastly, content names in
NDN are hierarchical strings composed of a sequence of com-
ponents, making name lookup more complex than IP lookup.

NDN introduces some potential security concerns related to
content naming and interest packets. Applications in NDN can
use meaningful content names that are semantically correlated
to the actual contents they represent. While this feature im-
proves data retrieval efficiency, it may also lead to privacy risks
and various types of attacks, including eavesdropping, watch-
list, and sniffing attacks. Eavesdropping attacks involve ad-
versaries monitoring a specific consumer’s local activity and
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observing interest packets with relevant content names, poten-
tially revealing sensitive information about the consumer’s con-
tent preferences and intentions, compromising privacy and con-
fidentiality. Watchlist attacks occur when attackers monitor
a predefined list of content names, allowing them to interfere
with interest packets or record requester information. Sniffing
attacks involve attackers trying to guess content names to mon-
itor network activities. Additionally, interest packets in NDN
are not encrypted, making them vulnerable to sniffing, spoof-
ing, and capturing details of the requested content, raising fur-
ther privacy concerns.

6.3. Routing Challenges

NDN’s routing mechanism aims to retrieve contents from the
nearest source and distribute name prefixes while protecting the
network against various attacks through multipath forwarding
and interest aggregation mechanisms. However, there are still
vulnerabilities in the network that can lead to denial of service
attacks [68] and violations of requester privacy. The following
challenges highlight some of these attacks:



e Dynamic Flooding: In this attack, an adversary moves in a
circular path, traversing neighboring networks and flood-
ing routers with multiple requests. The goal is not only to
block a specific network but to isolate an entire network re-
gion by overwhelming mobile access routers. This block-
age results in longer response delays across the network or
a successful denial of service attack.

e Timing Attack: If a request exceeds its associated dead-
line in the PIT, it becomes invalid and gets deleted from
the PIT. In a timing attack, the attacker floods the network
with numerous requests through one or more routes. This
process introduces longer delays in the network, causing
requests to miss their deadlines and be deleted from the
PIT. Additionally, users who are forced to request again
contribute to the network flooding, leading to a denial of
service.

o Interception: The goal of an interception attack is to gain
access to the information of a requesting node in the net-
work. In this type of attack, the attacker, posing as a valid
publisher, maintains a list of authentic routes to reach con-
tents in the network. When routers request contents, the
attacker provides them with invalid routes. By acting as
the trusted publisher of the required content, the attacker
receives the requests and forwards them to the legitimate
publisher to obtain a copy. The attacker then returns the
content to the router, which eventually forwards it to the
user. This man-in-the-middle attack violates users’ pri-
vacy by intercepting their communication with publishers
in the network.

e Mobility: Tracking the route of interest packets is crucial
since data packets follow the same path in reverse for de-
livery in NDN. However, in mobile networks like ad-hoc
networks, the dynamic network topologies pose a chal-
lenge. The mobility of routers and consumers in these net-
works leads to constant changes in router locations, caus-
ing intermittent connectivity. This lack of connectivity in
mobile networks results in delays and failures in data re-
trieval, as maintaining a consistent reverse path for interest
packets becomes difficult.

6.4. Producer Signature

NDN ensures data integrity, provenance, and authenticity
by requiring content producers to cryptographically sign their
data before transmission. However, securing each content in-
troduces overhead due to signature verification mechanisms.
The signature feature of NDN lacks flexibility in maintaining
producer identities confidential, leading to the following chal-
lenges:

e Verification Overhead: Verifying every content in NDN
increases network delay, impacting data delivery. It is im-
practical for routers to verify each content before caching
and forwarding due to the computational overhead of cryp-
tographic verification. Therefore, NDN does not mandate
checking each packet at every router, but this opens up the
network to the risk of content poisoning attacks.

o Certificate Retrieval: To verify the producer’s signature
in content, consumers may need to retrieve multiple keys
through the trust chain, reaching the trust anchor. How-
ever, in disruptive ad-hoc environments with intermittent
connectivity issues [69], maintaining active communica-
tion channels for fetching keys at all times is challeng-
ing. The intermittent connectivity poses obstacles to im-
plementing signature verification procedures effectively.

o Size of Data Packets: Signature verification for each con-
tent in NDN requires including the producer’s public key
and certificate in each data packet. An alternative is to pro-
vide pointers for retrieving the certificate using the trust
chain. However, this process presents challenges for net-
works with low data rates, such as mobile tactical net-
works used in battlefield communication.

e Producer’s Privacy: In NDN, the content of each data
packet contains information about the producer, improv-
ing data authenticity and allowing consumers to verify re-
ceived content. However, this approach does not guarantee
producer anonymity when required.

e Corrupted Trust Anchor: The security of each content re-
lies on the trust anchor, a pre-trusted key. As the focus
has shifted from securing the data channel to securing the
data itself, the trust anchor becomes a potential target for
attacks and corruption. A compromised trust anchor com-
plicates both key and content verification processes.

6.5. Integration with TCP/IP

NDN has several advantages over the TCP/IP protocol. In
NDN, there is no need for name-to-IP translation or vice versa
since NDN directly names the content. Additionally, NDN
includes built-in privacy considerations, which are lacking in
the IP network design. Unique features of NDN, such as in-
network caching and interest aggregation, enhance the reliabil-
ity of NDN networks. However, TCP/IP has become the pre-
dominant technology for connecting network devices, making it
necessary for NDN to coexist with TCP/IP backbone networks
for seamless transmission across the network. Unfortunately,
there are significant differences between NDN and TCP/IP that
make this coexistence challenging, particularly in routing and
forwarding mechanisms.

In IP networks, routers exchange data and generate forward-
ing tables to determine the best route at the routing plane. The
forwarding plane then delivers data based on the information in
the forwarding table, resulting in a stateless forwarding plane.
In contrast, NDN has a stateful forwarding plane, allowing
routers to forward packets along the exact path taken by interest
packets. NDN routers maintain the state of pending interests to
guide data packets through the correct routes.

Incorporating unique features of NDN, such as in-network
caching, into the existing TCP/IP infrastructure presents chal-
lenges. It is also difficult to handle multiple interests from large
IP networks with a single data packet, which can lead to proto-
col conversion overheads and impact data transmission.



6.6. Reliability

Reliability is critical to network communication, ensuring
data loss prevention, seamless connectivity, and the ability to
recover from losses caused by various network conditions. In
the context of NDN, where data retrieval is based on content
names rather than IP addresses, achieving reliability presents
unique challenges, especially in highly dynamic networks like
the IoV. In NDN, the responsibility for making forwarding de-
cisions and ensuring reliable data delivery lies with the strat-
egy layer. When a data packet is requested but not received
within the retransmission timeout timeframe, the requester will
retransmit the interest packet. However, in IoV environments,
network participants, such as vehicles, often join and leave the
network abruptly due to mobility and changing network condi-
tions. This can result in frequently disrupted and disconnected
links between requesters and data senders.

One fundamental challenge in NDN is the absence of a built-
in mechanism to establish a reliable end-to-end connection in
situations where intermittent nodes and data senders may inter-
mittently join and leave the network. While NDN does offer
a naive solution called multi-path transmission to enhance the
probability of successful packet delivery, it is important to note
that this approach can introduce significant overhead and net-
work congestion due to redundant data propagation. For exam-
ple, in IoV scenarios, vehicles may enter and exit network cov-
erage areas frequently, leading to unpredictable connectivity.
Data loss in such situations can have significant consequences,
ranging from delayed traffic updates to compromised safety-
critical communications. Thus, achieving reliability in NDN,
particularly in dynamic and intermittently connected environ-
ments like IoV, remains a complex and ongoing challenge.

7. Emerging NDN Strategies

In this section, we discuss some of the proposed solutions
that address the challenges faced by applications adopting
NDN. The approaches are summarized in Table 4.

7.1. Methodologies for Efficient and Secure Caching

Different approaches have been proposed to address caching-
related challenges in NDN. Yu et al. [70] proposed a caching
policy to improve cache hit rate in NDN by selectively caching
popular contents on routers close to the requester. Instead of
caching the requested content in every router the data packet
passes through, the first-hop router tracks the frequency of con-
tent requests from consumers and attaches a count to the trans-
mitted interest packet. Based on this count, the producer deter-
mines whether and where to cache the content. This approach
reduces latency in NDN by caching frequently accessed con-
tent in close proximity to the user, while also reducing storage
requirements in the CS.

Hou et al. [71] propose an innovative cache placement al-
gorithm called the graph neural network-gain maximization
(GNN-GM) to enhance user experience by increasing the cache
hit rate of videos. Unlike Yu et al. [70], the authors argue that
past popularity does not strongly predict the future popularity
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of videos. To address this, the authors leverage inductive ma-
trix completion [95] technique, which is based on Graph Neu-
ral Network, to predict user ratings for unwatched videos. The
cache replacement policy is implemented based on the rating
of the videos, with higher-rated videos replacing lower-rated
videos.

Im and Kim [72] introduced the use of self-certifying names
to reduce verification overhead in routers and mitigate cache
poisoning. A self-certifying name is created by adding a hash
value to the content name as a suffix during data packet genera-
tion. If the consumer knows the hash value computed using the
content, its name, and signature beforehand, it can include this
value in the interest packet. Routers can then verify the authen-
ticity of the content by comparing the hash values in the interest
and data packets before making forwarding decisions.

Hu et al. [73] proposed a lightweight mechanism to enhance
security in NDN caching by preventing fake content from enter-
ing the network. This approach employs name-key-based for-
warding, where a consumer specifies the desired producer in
the interest packet using the producer’s public key. This helps
reduce the chances of receiving poisoned content. If poisoned
content still reaches the consumer, the consumer can reissue
another interest packet, taking advantage of NDN’s multi-path
forwarding and invoking on-demand signature verification at
intermediate routers. The reissuance of interest packets also
aids in removing fake content from nodes and finding alterna-
tive forwarding options for legitimate content.

Summary and Open Research Problems: Efficient NDN
caching results from various strategies addressing caching chal-
lenges. For example, selective caching places popular con-
tent closer to users, effectively reducing latency and minimiz-
ing storage needs. Additionally, deep learning algorithms,
like GNN-GM, predict user ratings for videos, leading to im-
proved cache replacement policies and enhanced user experi-
ence. Moreover, using self-certifying names and lightweight
security measures ensures content authenticity, mitigates cache
poisoning, and strengthens network security while facilitating
improved content delivery. As a result, NDN caching opti-
mizes resource allocation, reduces network overhead, and sig-
nificantly enhances content delivery efficiency.

However, challenges remain that need to be addressed, such
as caching popular content close to the requester ensure faster
content delivery, but it may introduce security challenges.
Moreover, obtaining producer hash values in highly mobile
networks can be challenging in cache poisoning mitigation
techniques, such as using self-certifying names and name-key-
based forwarding. Additionally, the preference for specific pro-
ducers, as mentioned in Hu et al.’s work [73], may impact the
feasibility of in-network caching and potentially lead to net-
work congestion. Future research should focus on developing
efficient caching schemes that consider node mobility and en-
sure network security.

7.2. Naming Schemes

Several solutions have been proposed to address the name
lookup challenge in NDN. Zhang et al. [74] introduced the
ternary content-addressable memory (TCAM) for fast name



Table 4: Summary of Proposed NDN Strategies.

Secure Caching

Strategies |Authors Objectives Methods Limitations
Yu et al. [70] To reduce redundant data Content popularity and router level Security threats are not considered
and improve cache hitrate  |based caching
Hou et al. [71]  |To improve cache hit rate Predict user ratings for unwatched Strategy may only work for videos
. for videos videos
Efficient and

Im and Kim [72]

To reduce verification
overhead and cache poisoning

Self-certifying name

Getting producer hash beforehand in
highly mobile network is difficult

Hu et al. [73]

To reduce poisoned content

Multi-path and name-key-based
forwarding

Adversary may flood network with
reissued interests invoking router
signature verification.

Naming Schemes

Zhang et al. [74]

Wang et al. [75]

To enable fast name lookup

Ternary content addressable memory
(TCAM) to store data

Limited memory capacity of TCAM

Parallel name lookup using name
prefix tree

Nodes having duplicate entries result
in-memory wastage

'Wang et al. [76]

To solve variable name length
issue

Fixed Iength name codes, state
transition array

The trie implementation used has
memory efficiency issues.

'Wang et al. [77]

To enable name lookup at
wire speed

Trie-based multiple aligned transition
array data structure to construct the
name table

Resource constraint network with
limited GPU capacity has not
been considered

DiBenedetto et al.
[78]

To address consumer privacy
issue

Multiple layers of encryption for interest
and data packets

No privacy guarantee in presence of a
global eavesdropper

Kaur et al. [79]

To reduce the PIT search time
issue

Additional Stable Bloom Filter along
with PIT

Introduces false positive rate

Wang et al. [26]

To recover from the best
route failure

Extension of OSPF allowing consumer
choose best path from multiple paths

OSPFN does not support dynamic
multipath routing

Tortelli et al. [80]

'To reduce network overhead

Replacing FIB with state bloom filters

False positive rate not considered

calculating forwarder timer

Routing Berto et al. [8§1] [To provide faster lookup Replacing FIB with spatial bloom Performance comparison with other
Approaches and efficient memory filters (SBF) SBF approaches is not mentioned
Mick et al. [82] [To address scalability and Lightweight authentication framework [Authentication overhead due to node
security issues for hierarchical routing mobility has not been considered
Yang el al. [83] [To address blackhole attack [Reputation-based routing scheme Does not consider blackhole attack caused
in energy-constrained IoT environment
Lietal. [84] To overcome verification Merkle hash tree algorithm to generate [Security threats, such as token corr-
overhead issues and control |tokens uption is not considered
data access
Huang et al. [85] [To reduce verification over- [Edge computing devices, batch Huge verification overhead despite
head and protect producer verification adopting batch verification
anonymity
Lightweight |Ghali et al. [60] |To enable efficient certificate [Inserting public key (PK) in KeyLoca- [PPKD field has been removed from
Signing retrieval tor and PK hash in PPKD field the current NDNvO0.3
Mechanisms [Lou et al. [86] Blockchain-based key management Additional overhead due to blockch-
scheme ain operations in resource constraint
To reduce trust anchor corrup- devices
Chatterjee et al.  |tion Merkle Patricia trie data structure Space complexity has not been
[87] analyzed for the data structure
Albalawi et al.  |To ensure NDN runs over IP [Overlay approach to encapsulate NDN [IP applications can not run over
[88] packets into IP datagrams NDN
Shannigrahi et al. [To enable IP application run [Underlay approach to encapsulate IP NDN can not run over IP
Integrating NDN | [89] over NDN packets into NDN interests
with TCP/IP  [Wu et al. [90] To support both IP and NDN [Hybrid approach of Ethernet and IP and NDN integration in wide area
traffic in an integrated NDN-enabled dual-stack switches to  |[network is not considered
network forward both IP and NDN traffic
Lin et al. [91] Relative velocity of neighbors
To overcome disconnecting Approach is limited to the nodes
. ... (Burhan et al. [92] |link issues Relative velocity of neighbors and with active GPS
Data Reliability

Rezaceifar et al.
[93]

To construct a reliable and
secure data delivery path

Reliability metric to rank router
interface

Node mobility is not considered

Lai et al. [94]

To enhance the QoS for live
audio and videos in UAV

Interest packet retransmission and
forwarding control strategy

Experiment only includes audio and
video aspects of UAV swarm

lookup. In this approach, data names from incoming inter-
est packets are directly loaded into the TCAM, and succes-
sive lookups match these names with their corresponding data
contents. While TCAM provides fast name lookups, its draw-
back lies in its limited memory capacity, which can increase the
name lookup cost.

Wang et al. [75] proposed the parallel name lookup (PNL)
based on the Name Prefix Tree (NPT). PNL speeds up NDN
lookup by utilizing memory resources in parallel. When an in-
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terest arrives at an NPT node, the name prefix lookup traverses
from the root to the leaf nodes, and this process is repeated for
each interest packet. When multiple interest prefixes arrive at
the NPT simultaneously, all memories are visited concurrently,
resulting in high-speed lookup. However, PNL may lead to
memory wastage due to duplicate entries.

Wang et al. [76] proposed a name component encoding strat-
egy to address the fast name lookup challenge and used a code
allocation method to produce unique 32-bit long codes for each



content name to solve the variable name length issue. The au-
thors suggested using state transition arrays to speed up the
longest prefix match. Similarly, Wang et al. [77] present a GPU-
based lookup engine that implements large-scale name lookup
at wire speed using a trie-based multiple aligned transition array
data structure to construct the name table exploiting the massive
parallel processing power of GPUs. To address the fast name
lookup challenge, Wang et al. [76] suggested a name compo-
nent encoding strategy and employed a code allocation method
to assign unique 32-bit long codes to each content name, resolv-
ing the issue of variable name lengths. The authors also pro-
posed the use of state transition arrays to speed up the longest
prefix match. Similarly, Wang et al. [77] presented a GPU-
based lookup engine that achieves large-scale name lookup at
wire speed. They utilized a trie-based multiple-aligned tran-
sition array data structure to construct the name table, taking
advantage of the massive parallel processing power of GPUs.

Kaur et al. [79] proposed a Stable Bloom Filter (SBF) based
PIT (S-PIT) to reduce the PIT search time by efficiently iden-
tifying queried content using an additional SBF data structure.
The PIT search time tends to become higher as its size increases
with the addition of new content names. However, SBF is a
Bloom filter of fixed size m, representing each element using
d bits. Therefore, in S-PIT, incoming interest packets are first
checked against SBF using a hashing-based search before per-
forming a direct search in the PIT, which could contain millions
of entries.

DiBenedetto et al. [78] proposed an anonymous named
data networking application (ANDaNA) that works as an
anonymization tool for NDN to address consumer privacy and
prevent adversaries from linking consumers with the content
they are retrieving. ANDaNA employs multiple layers of en-
cryption for interest and data packets. These packets are then
routed through a sequence of anonymizing routers, where each
router successively removes a layer of encryption and forwards
the decrypted messages to the next hop. This meticulous pro-
cess guarantees anonymity and unlinkability of the contents
with consumers, ensuring their privacy remains intact through-
out the data retrieval.

Summary and Open Research Problems: The efficiency in
NDN name lookup results from several methods proposed to
address the name lookup challenges and optimize content re-
trieval in NDN networks. Introducing strategies such as TCAM
for fast name lookup, PNL utilizing memory resources in paral-
lel, name component encoding with code allocation, and SBF-
based PIT has significantly improved name lookup speed, while
ANDaNA ensures privacy and secure data retrieval. These
approaches enhance NDN’s efficiency by streamlining name-
based content access and protecting user privacy.

Howeyver, the solutions mentioned above have certain lim-
itations that require further consideration. For example, the
TCAM approach mentioned in Zhang et al.’s work [74] has
limited memory capacity, which can impact scalability. PNL
may result in memory wastage due to duplicate entries. Fur-
thermore, the name component encoding strategy assigns fixed-
length names to each content, which limits flexibility. Addi-
tionally, the GPU-based lookup engine proposed by Wang et
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al. is unsuitable for resource-constrained devices lacking GPU
power. Therefore, future research should address these limita-
tions and optimize the proposed solutions to enhance the effi-
ciency and scalability of the naming mechanism in NDN.

7.3. Routing Approaches

NDN routing mechanisms primarily focus on selecting the
best path, ensuring the availability of multiple routes to the des-
tination, and implementing efficient forwarding mechanisms to
provide stability and scalability [22]. In line with these ob-
jectives, various approaches have been proposed that offer the
shortest path based on name prefixes.

Open shortest path first for named data (OSPFN) [26] is an
extension of the widely used IP-based routing protocol called
open shortest path first (OSPF) [96], which only provides a sin-
gle path. However, NDN supports multipath forwarding, and
OSPEN allows consumers to specify an alternative path when
the best path fails to retrieve the data. OSPFN uses opaque link-
state advertisements to broadcast name prefixes and constructs
the best route. This approach is also backward compatible with
nodes using IP.

Some approaches consider replacing the FIB with improved
lookup tables using bloom filters. Tortelli et al. [80] intro-
duced an intra-domain content-driven routing algorithm that re-
duces network overhead using state bloom filters (SBF). This
approach utilizes SBF to handle link failure and supports link
recovery, making it a preferable alternative to flood-based rout-
ing. Similarly, Berto et al. [81] suggested replacing FIB with
a spatial bloom filter that employs hashing principles to ensure
fast lookup and efficient memory consumption. Mick et al. [82]
proposed a lightweight authentication framework that supports
hierarchical routing in NDN to address scalability and security
concerns. The framework ensures secure onboarding of every
node in the network using pre-shared keys and an authentica-
tion manager.

Yang el al. [83] proposed a reputation-based scheme called
SmartDetour, which consists of two key components: the
reputation-based probabilistic forwarding strategy (RPFS) and
the proactive reputation updating algorithm (PRU). This
scheme is designed to tackle blackhole attacks, where mali-
cious routers drop interest packets during forwarding. When an
interest drop occurs along a path, it affects the reputation of all
routers on that path. However, SmartDetour’s PRU efficiently
isolates the attacker router from the route while updating the
reputation of other routers, ensuring that the reputation values
accurately reflect their trustworthiness. With the RPFS com-
ponent, each node can intelligently select the next hop based
on the reputation parameter, enhancing the overall security and
reliability of the NDN network.

Summary and Open Research Problems: The achieved ef-
ficiency of NDN routing strategies is attributed to selecting
the best path and ensuring multiple routes’ availability to the
destination, such as OSPFN, which allows consumers to spec-
ify alternative paths when the best one fails. Strategies with
bloom filters improve lookup tables and handle link failure effi-
ciently, reducing network overhead and supporting link recov-
ery. Lightweight authentication frameworks ensure secure on-



boarding on each node in the network, while reputation-based
schemes, such as SmartDetour, enhance security and reliabil-
ity by intelligently selecting the next hops based on reputation
parameters. By adopting these routing approaches, NDN opti-
mizes data delivery, enhances routing stability, and provides a
scalable and efficient routing infrastructure for modern commu-
nication networks.

However, the stated routing methods have research gaps that
need further exploration. For instance, in OSPFN, there is a
need to investigate dynamic mechanisms for handling route
failures without involving the requester, thereby preventing ma-
licious nodes. An adaptive algorithm could be designed to dy-
namically reroute traffic based on network conditions, ensuring
efficient and secure data delivery. Furthermore, the approach
proposed by Tortelli et al. [80] focuses solely on intra-domain
content-driven routing, prompting the exploration of extending
SBF for inter-domain routing. Additionally, the methodologies
proposed by Berto et al. [81] and Mick et al. [82] should be
further evaluated in a large-scale and highly mobile NDN envi-
ronment to assess their effectiveness.

7.4. Lightweight Signing Mechanisms

One of the challenges in incorporating signatures in NDN
is the overhead associated with verification. To address this
challenge, solutions using lightweight and efficient verification
methods have been proposed. Li et al. [84] proposed an in-
tegrity verification architecture that allows content providers to
control data access using a lightweight hash algorithm called
the Merkle hash tree algorithm [97] to generate tokens for sig-
nature generation. To verify the signature, the consumer sends
an interest to request the token, and the content provider re-
views the public key to determine if the consumer is authorized
to receive a valid token.

Huang et al. [85] introduced an architecture that shifts
the signature generation process to edge computing devices.
The authors propose batch verification to verify multiple data
packets and reduce the verification overhead. To protect the
anonymity of producers, the authors implement a group signa-
ture method in which any group member can sign content on
behalf of the group. Ghali et al. [60] proposed the Interest-
key binding rule, in which the producer adds the public key to
the KeyLocator field of the data packet, eliminating the need
to fetch keys from the trust chain. The consumer obtains the
producer’s public key before sending an interest packet and in-
cludes the digest of the public key in the optional Producer-
PublicKeyDigest (PPKD) field of the interest packet. When an
interest is received, the intermediate routers fetch the public key
from the KeyLocator, compute the digest, and compare it with
the PPKD value. The routers accept the content if the digests
match and discard it if there is no match.

Lou et al. [86] proposed a blockchain-based key management
scheme for NDN to address trust anchor corruption. The pro-
posed approach stores and distributes the hash values of pre-
trusted public keys across blockchain nodes, making it difficult
to tamper with. Moreover, the authors changed the data packet
format by excluding the KeyLocator field and including a block
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height and transaction ID. Using the block height and transac-
tion ID, the consumer can retrieve the stored hashed value from
the blockchain and match it with the PPKD field. However,
blockchain incurs additional overhead for verifying stored data
on resource-constrained devices, and this work relies on the as-
sumption that blockchain can be deployed in NDN. In contrast,
Chatterjee et al. [87] proposed a cryptographically secured data
structure, Merkle Patricia Trie [98], to keep logs of public keys.
The authors suggest monitoring the logs to detect any suspi-
cious changes in transmitted data.

Summary and Open Research Problems: Various proposed
approaches aim to achieve efficient and lightweight signing
mechanisms in NDN, minimizing signature verification over-
head and ensuring secure and reliable content distribution. For
instance, lightweight and efficient verification methods, such
as the Merkle hash tree algorithm, enable content providers to
control data access using tokens for signature generation. Addi-
tionally, shifting the signature generation process to edge com-
puting devices, as proposed by Huang et al. [85], reduces verifi-
cation overhead through batch verification and group signature
methods. Moreover, the Interest-key binding rule eliminates the
need to fetch keys from the trust chain by including public key
digests in the interest packet. Furthermore, blockchain-based
key management schemes ensure trust anchor integrity by stor-
ing hash values of pre-trusted public keys on blockchain nodes.
These advancements in data packet signing enhance the secu-
rity and reliability of NDN communication while minimizing
computational burden and verification complexity.

However, there are still some research gaps that need to be
addressed. For example, the methods proposed by Li et al. [84]
and Ghali et al. [60] assume that the content producer is trusted,
but malicious producers may violate this assumption, leading
to potential security threats. Additionally, the batch verification
approach suggested by Huang et al. [85] did not consider the
offloading time to edge servers in real-time systems. Further-
more, Lou et al. [86] and Chatterjee et al. [87] did not eval-
uate the overhead of verifying and monitoring stored data on
resource-constrained devices. Addressing these challenges will
provide solutions that improve the security and reliability of
NDN.

7.5. Integrating NDN with TCP/IP

The integration of NDN and TCP/IP allows for the coexis-
tence of these two network architectures and enables efficient
communication between nodes using these architectures. Conti
et al. [99] propose three configurations for integrating NDN and
TCP/IP: overlay, underlay, and hybrid techniques. The overlay
approach uses a tunnel over the IP protocol to ensure NDN runs
over IP, while the underlay solution enables NDN to run under
IP by using protocols, proxies, and conversion gateways to ef-
ficiently send and receive requests between NDN and IP nodes.
The hybrid approach adopts a dual-stack node that handles the
semantics analysis of both IP and NDN packets [100].

Albalawi and Garcia-Luna-Aceves [88] propose an overlay
approach called the Named-Data Transport Protocol (NDTP)
that encapsulates packets into UDP datagrams, which are fur-
ther encapsulated into IP datagrams. This approach allows an



NDN network to run over an existing TCP/IP network. The
implementation allows the producer and consumer to share a
description of shared content using a manifest file that contains
arecord describing the location and structure of shared content.
Additionally, the manifest is made available to the underlying
IP network with details to ensure efficient retrieval of these con-
tents.

Shannigrahi et al. [89] propose IPoC, an underlay configura-
tion that enables IP applications to run over NDN. IP packets
are encapsulated in NDN Interests by an [PoC client and sent
to the backbone NDN network. Messages coming into the IP
network are received at the edge by an IPoC gateway, which
unpacks the IP packets before sending them to the appropriate
network. This approach ensures that network infrastructures
can continue to run IP over an underlying NDN architecture
until the complete transition from IP to NDN occurs.

Wu et al. [90] utilize Ethernet and NDN-enabled dual-stack
switches that support both NDN and IP traffic to facilitate IP
and NDN applications. In the hybrid approach used by the au-
thors, each switch in the network builds its MAC-address-based
switching table to forward IP packets. Furthermore, Ethernet
switches forward NDN packets based on the associated MAC
addresses of the packets, while dual-stack switches can do so
based on the packets’ content names. Using dual-stack switches
alongside Ethernet switches ensures that both IP and NDN ar-
chitectures can interwork to create an integrated network that
facilitates the forwarding of IP and NDN packets.

Summary and Open Research Problems: NDN and TCP/IP
network integration has been facilitated through various tech-
niques, including overlay, underlay, and hybrid approaches.
These strategies enable efficient coexistence and communica-
tion between the two architectures. For instance, the overlay
approach uses tunnels over the IP protocol, while the underlay
solution employs protocols and proxies to exchange requests
between NDN and IP nodes efficiently. Additionally, the hybrid
approach utilizes dual-stack nodes to handle the semantics of
both IP and NDN packets. By adopting these integration meth-
ods, the networks can efficiently run IP over NDN or NDN over
IP, ensuring seamless data exchange and improved communica-
tion efficiency.

However, there are research gaps in each approach that need
to be addressed, such as further testing, scalability, and opti-
mizations to accelerate the deployment and practical usage of
these techniques. For example, the overlay approach proposed
by Albalawi and Garcia-Luna-Aceves does not enable IP appli-
cations to run over NDN, while the method proposed by Shann-
igrahi et al. does not authorize NDN applications to run over IP.
Furthermore, although Wu et al. attempt to address these chal-
lenges, the integration was not evaluated in wide area networks.
Overall, the integration of NDN and TCP/IP is an ongoing area
of research with promising potential for scalable and efficient
network architectures.

7.6. Approach for Data Reliability

Different approaches have been explored to address the chal-
lenges of reliable data transfer in NDN [91, 92, 93]. Lin et
al. [91] proposed a reliable forwarding strategy to address the
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non-delivery of data caused by disconnecting return paths or
node mobility. In their scheme, an NDN node considers the
relative velocity of its neighbors when forwarding an interest.
This method selects the next node in such a way that the data
packet can return to the consumer over the same reverse path.
Similarly, Burhan et al. [92] addressed the issue of disconnect-
ing links during data packet delivery. In addition to considering
vehicular mobility, the authors suggested a forwarder timer that
each node calculates after sending Interests. If the data packet
does not reach the node before the timer expires, the node will
re-send the interest packet, assuming it was lost in the network.

Rezaeifar et al. [93] propose a reliable adaptive forwarding
approach that takes into consideration unreliable and unautho-
rized routers in the network. The proposed method uses a reli-
ability metric to rank the router interfaces based on reputation,
allowing the selection of the next interface to forward the inter-
est and establish a reliable data delivery path.

Lai et al. [94] present a proposal to enhance the quality of ser-
vice (QoS) for live audio and video streaming transmission in
UAV swarm networks by replacing TCP/IP with NDN. To im-
prove transmission reliability, the authors introduce two strate-
gies: an interest packet retransmission control strategy and an
interest packet forwarding control strategy. The retransmission
control strategy dynamically adjusts interest packets’ retrans-
mission timeout at the consumer node, enhancing network per-
formance by decreasing the transmission failure ratio. The for-
warding control strategy dynamically adjusts the interest packet
forwarding time interval based on the number of neighboring
nodes of the next hop. By slowing down or speeding up for-
warding based on node density, this strategy reduces conflicts
and contributes to overall network performance improvement.
Summary and Open Research Problems: Various strategies
have been developed to enhance data reliability in NDN net-
works, addressing challenges such as packet loss, disconnect-
ing links, and unreliable routers. For instance, reliable forward-
ing strategies consider factors like node mobility and relative
velocity of neighbors to select optimal paths for data packet
return. Adaptive forwarding approaches use reputation-based
metrics to rank router interfaces, enabling the selection of reli-
able routes for data transmission. Furthermore, interest packet
retransmission and forwarding control improve the quality of
service for live audio and video streaming. By employing
these data reliability enhancement techniques, NDN networks
can achieve more dependable and efficient data communication,
making them well-suited for real-world applications. However,
further optimization is required to address research gaps, in-
cluding the consideration of time-critical applications and high
node mobility.

While NDN offers promising potential as a seamless commu-
nication architecture, it faces challenges related to caching, for-
warding, security, and signature incorporation. Exploring exist-
ing networking architectures to identify beneficial concepts and
implementing them to overcome these challenges in NDN is an
active research domain that networking experts can explore.



8. Open Research Challenges and Future Directions

While NDN has demonstrated great potential in various ap-
plication domains, including content distribution, IoT, IoV, and
edge computing, its deployment and adoption face several chal-
lenges. Despite significant progress in addressing various chal-
lenges of NDN, developing novel approaches that facilitate the
seamless adoption of NDN in current Internet applications re-
mains an ongoing research area. Furthermore, as NDN tech-
nology advances and new use cases emerge, there is a growing
need for innovative solutions to overcome the remaining barri-
ers to its widespread adoption. Therefore, in this section, we
highlight some of the open research challenges that need to be
addressed and provide recommendations and suggestions for
future research directions to tackle these challenges.

8.1. Scalability

As the number of connected devices and data traffic volume
continue to grow, ensuring the scalability of NDN technolo-
gies becomes critical. To support a high link rate, such as 10
Gbps link capacity or data transfer rate between NDN nodes,
the NDN forwarding and routing plane must efficiently scale to
process tens of thousands of Interest and Data packets per sec-
ond [21]. However, as more data is generated and requested,
there is a growing need to cache larger amounts of data for ef-
ficient data retrieval, leading to storage challenges in resource-
constrained devices. One specific challenge arises in the name
lookup process, where effective solutions like trie-based algo-
rithms may face degradation as more names are inserted into
the NDN router. The lookup time can become dependent on
the trie depth, impacting the overall efficiency of the routing
process [101].

To address these scalability challenges, future research ef-
forts in NDN should focus on developing robust, reliable, and
scalable solutions. These solutions should include adaptive
routing strategies, efficient caching mechanisms, and fast name
lookup algorithms that can handle the increasingly diverse data
traffic and dynamic network patterns while maintaining low la-
tency, high throughput, and reliable performance. Addition-
ally, exploring interdisciplinary collaborations in areas such as
distributed systems, security, and machine learning will be es-
sential to advance the state-of-the-art in NDN scalability and
enable its widespread adoption across multiple application do-
mains. By addressing these scalability issues, NDN can effec-
tively accommodate the growing number of nodes and data traf-
fic, ensuring its suitability for the diverse and dynamic network
patterns of the future.

8.2. Real-time Communication

NDN’s best-effort routing approach does not prioritize traf-
fic based on time-criticality, which can result in data delivery
delays and congestion, particularly for time-sensitive applica-
tions like IoT smart health, industrial automation, and IoV. Re-
searchers are exploring various techniques to address this chal-
lenge, such as efficient caching and routing methods to reduce
data delivery time. However, due to the lack of prioritization,
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time-critical data may still experience delays caused by fre-
quent non-critical data. To tackle this challenge, we have pro-
posed an approach using a critical deadline first scheduler in-
side the NDN router [102]. This technique allows packets in the
router buffer to be scheduled based on their deadline. Nonethe-
less, further research is needed to evaluate the effectiveness of
these approaches and develop new solutions that specifically
address the unique challenges of NDN’s data delivery in safety-
critical applications.

8.3. Security

While NDN provides content-centric security through cryp-
tographic content signatures, the system is still vulnerable to
various security threats, such as cache poisoning attacks. This
vulnerability arises because the routers used for in-network
caching do not verify the content signature before storing it.
Moreover, NDN’s naming conventions for data are based on
content attributes, and the interest packets are not encrypted,
which can be exploited by adversaries to compromise privacy
and capture information about the data, requester, and producer.
Additionally, adversaries can intentionally drop packets to save
their device energy, especially in resource-constrained 10T net-
works where NDN is used. To address this challenge, we have
proposed a reputation-based forwarding approach with a reac-
tive reputation updating mechanism [103]. However, further
research is needed to detect malicious nodes that may trans-
mit incorrect information during reputation calculation in the
proposed method. Therefore, future research in NDN secu-
rity should focus on developing more robust mechanisms for
in-network caching, exploring encryption techniques for inter-
est packets, improving data naming conventions, and detecting
misinformation to enhance the overall security and privacy of
the system.

8.4. Trust Management

Trust management plays a crucial role in facilitating secure
communication between data producers and consumers in the
NDN network, minimizing the risk of security breaches. To
effectively support various network entities, trust management
schemes need to address key challenges such as managing keys
efficiently, dealing with untrusted routing paths, optimizing re-
source utilization, and minimizing energy consumption. In ad-
dition to these challenges, trust management schemes should
incorporate efficient procedures for key rollover and revocation
to establish and maintain trust relations among participating
nodes. This ensures that trust is maintained even in dynamic
network environments where nodes may join or leave the net-
work. In mobile networks, trust management becomes even
more critical. Efficient trust management approaches are re-
quired to establish short-term trust among moving nodes with
intermittent connectivity. These solutions need to address the
unique challenges posed by mobility, intermittent connectiv-
ity, and resource limitations. Such trust management schemes
are essential to support safety-critical applications and enable
trusted and efficient communication in NDN.

By developing efficient and robust trust management
schemes, NDN can ensure secure and reliable communication,



allowing data producers and consumers to interact with confi-
dence while mitigating security risks in the network.

8.5. Integration with Other Network Technologies

Integrating NDN with established networking technologies
like TCP/IP, 5G, and 6G is crucial for facilitating the harmo-
nious coexistence of diverse network architectures and enabling
efficient communication among nodes utilizing these architec-
tures. To achieve this integration, it is necessary to develop new
routing and forwarding protocols that can effectively handle the
heterogeneity of network technologies and provide support for
various NDN nodes. Furthermore, there is potential for enhanc-
ing the performance and security of IoT networks by explor-
ing the integration of NDN with emerging technologies such as
blockchain and artificial intelligence. This exploration can lead
to innovative solutions that leverage the unique capabilities of
these technologies to further optimize the overall functionality,
efficiency, and protection of IoT networks operating in conjunc-
tion with NDN.

In summary, integrating NDN with established networking
technologies requires the development of specialized protocols,
while also considering the potential benefits of integrating NDN
with emerging technologies. These advancements hold the
promise of enhancing the performance, security, and potential
applications of IoT networks.

8.6. Incorporating Other Network Solutions

NDN differs from other networks due to its distinctive fea-
tures, such as naming, caching, and content-based security.
However, a potential research direction might be investigat-
ing the similarities between NDN and other networks, such
as TCP/IP and software-defined networks, to identify benefi-
cial concepts that can be implemented to overcome challenges
in NDN. For example, similarities between NDN’s hierarchical
naming and IP address can help researchers leverage IP spoof-
ing solutions to address interest spoofing. In addition, exploring
the possibilities of incorporating the deadline-awareness prop-
erty of time-sensitive networking might open opportunities to
make NDN robust for real-time communication. By draw-
ing insights from these established networking paradigms, re-
searchers can gain potential solutions to enhance NDN’s scal-
ability, security, and efficiency. Therefore, exploring existing
networking architectures to identify beneficial concepts and im-
plementing them to overcome these challenges in NDN is an
active research domain that networking experts can explore.

9. Conclusion

The adoption of the NDN architecture offers promising so-
lutions to address the challenges posed by traditional TCP/IP
networks and meet the communication demands of modern ap-
plications. Throughout this paper, we have presented the essen-
tial functionalities of the NDN architecture and highlighted its
potential use cases. We have discussed the limitations of cur-
rent network architectures and explained how NDN overcomes
some of these limitations through its content-centric approach.
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Additionally, we have examined the drawbacks of adopting
NDN technology, such as the overhead in signature verification
and the potential for malicious activities by remote adversaries.
To overcome these challenges, further research is required to
optimize the performance of NDN and develop robust mecha-
nisms for security and privacy protection. The integration of
NDN into existing network applications holds great promise,
but it demands continued exploration and innovation to fully
realize its potential.
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